
Children's Hospital of Orange County
Confidentiality, Privacy and Non-Disclosure Agreement

Organizational information, including but not limited to, financial, patient identifiable, employee identifiable, intellectual property, financial non-public, contractual information, information of a competitive advantage nature, or that is of value to Children's Hospital of Orange County ("CHOC"), from any source or in any form (i.e., paper, magnetic or optical media, conversations, film, etc.), is considered confidential (collectively "Confidential Information").  This information's confidentiality and integrity are to be preserved and are protected from misuse and improper disclosure by law by the strict policies of CHOC, and this Agreement.  1075(06/02)

As a condition to receiving a computer sign-on code and allowed access to a system, and/or being granted authorization to access any form of Confidential Information identified above, I, the undersigned, agree to comply with the following terms and conditions:
	
	My Sign-On Code is equivalent to my LEGAL SIGNATURE and I will not disclose this code to anyone or allow anyone to access the system using my Sign-On Code.  I understand, however, that CHOC and its designated representative will have access at any time, without notice, to all information sent, stored, contained in or deleted from my computer and that I should not have an expectation of privacy with regard to such information.

I am responsible and accountable for all entries made and all retrievals accessed under my Sign-On Code, even if such action was made by me or by another due to my intentional or negligent act or omission.  Any data available to me will be treated as Confidential Information.

I will not attempt to learn or use another's Sign-On Code.

I will not access any on-line computer system using a Sign-On Code other than my own.

I will not access or request any information I have no responsibilities for.  In addition, I will not access any other Confidential Information unless I have a legitimate business need to know such Confidential Information.

If I have reason to believe that the confidentiality of my User Sign-On Code/password has been compromised, I will immediately change my password and notify my supervisor and the Human Resources Department.  I will promptly advise CHOC Human Resources of any knowledge, personal or otherwise, which I may have of any unauthorized disclosure or use of Confidential Information and I will take reasonable measures to prevent unauthorized persons or entities from having access to, obtaining, or being furnished with Confidential Information.  

I will not disclose any Confidential Information unless required to do so in the official capacity of my employment or contract.  I also understand that I have no right or ownership interest in any Confidential Information.

I will not leave my computer unattended while signed on.

I will comply with all policies and procedures and other rules of Children's Hospital of Orange County relating to confidentiality of information, sign-on codes, and usage of my computer.

I understand that my use of the system will be monitored by CHOC or its designated representative to ensure compliance with this agreement.

I agree not to use the Confidential Information in any way detrimental to the organization and will not misuse or improperly disclose Confidential Information.

I will not disclose protected health information or other Confidential Information unless there is a need to know basis where the Confidential Information is necessary to perform the services or conduct the operations required of me by CHOC.

I will limit distribution of Confidential Information to only parties with a legitimate business need to know to perform my or their job duties as is consistent with the organization's mission.

When in doubt about whether a particular matter is confidential or protected from disclosure, I agree to ask human resources prior to the release of any information.

I agree that disclosure of Confidential Information is prohibited even after termination of employment or business relationship.

This agreement shall survive the termination of my employment.

I understand that if I violate any of the above terms, I may be subject to disciplinary action up to and including discharge.  I also understand that CHOC may pursue legal action for monetary damages or injunction, or both, or any other remedy available to Children's Hospital of Orange County necessary to enforce the provisions of this Agreement or for breach or threatened breach of this Agreement.  

I understand that nothing in this Agreement alters my at-will status.

I understand that should any provision of this Agreement become unenforceable, no other provision of this Agreement shall be affected.  This Agreement may not be modified or waived unless in writing signed by the party against whom the modification or waiver is sought to be enforced.  

I have read, understood, and I agree to be bound by each and every provision of this Agreement.


User's Name:  ____________________________________________________                                             Date:  ____________________________                          
		                (Please Print)

User's Signature:  _________________________________________________                                       Dept/Unit:  ___________________________   
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